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Thinking Strategically About Cyber Risk
Safety and resilience will be transformational for today’s companies that view 
Internet security not as an expense but an investment, says the former Secretary of 
Homeland Security, Tom Ridge.

By Adam J. Epstein

The Hon. Tom Ridge is the CEO of Ridge Global, a firm that 
helps businesses and governments address a range of needs 
throughout their organizations, including risk management, glob-
al trade security, emergency preparedness and response, strategic 
growth, infrastructure protection, technology integration, and 
crisis management. With former White House cybersecurity czar 
Howard A. Schmidt, he also co-founded Ridge-Schmidt  Cyber, a 
consulting firm that provides insight, threat intelligence, and stra-
tegic advice to C-suite and board-level executives on 21st-century 
cybersecurity challenges.

Following the tragic events of 9/11, Ridge became the presi-
dent’s first assistant for homeland security and, on Jan. 24, 2003, 
became the first secretary of the U.S. Department of Homeland 
Security. The creation of the country’s 15th cabinet department 
marked the largest reorganization of government since the Tru-
man administration. During his tenure as secretary, Ridge worked 
with more than 180,000 employees from a combined 22 agencies 
to create an agency that facilitated the flow of people and goods; 
instituted layered security at air, land, and seaports; developed 
a unified national response and recovery plan; protected critical 
infrastructure; integrated new technology; and improved infor-
mation sharing worldwide. 

Previously, Ridge was twice elected governor of Pennsylvania, 
serving as the state’s 43rd governor from 1995 to 2001. Prior to his 
gubernatorial tenure, he was elected to Congress in 1982. He was 
one of the first Vietnam combat veterans to serve in the U.S. House 
of Representatives—Ridge served as an infantry staff sergeant in 
Vietnam, earning the Bronze Star for Valor, the Combat Infantry 
Badge, and the Vietnamese Cross of Gallantry—and was re-elect-
ed for five successive terms.

Ridge also has served on the boards of several companies, in-
cluding The Hershey Co., and has received numerous honors 
including the Woodrow Wilson Award, the Veterans of Foreign 
Wars’ Dwight D. Eisenhower Award, the John F. Kennedy 
 National Award, the Ellis Island Medal of Honor, the American 
Bar Association’s John Marshall Award, and the National Guard’s 
Harry S. Truman Award.

We hear daily about the need for cybersecurity, but would you 
help directors better understand the scope of the problem they 
are facing?

I saw some statistics from a study by the Center for  Strategic and 
International Studies [CSIS] in June 2014 that every director should 
be aware of: at least 3,000 U.S. companies were the victims of some 
kind of hack last year and the global cost of cybercrime is estimat-
ed to exceed $400 billion. [See related sidebar, page 34.] The bad 
news is that these numbers could actually be quite a bit higher, since 
some of these costs are very hard to measure. The CSIS report also 
made what I thought was an instructive observation, especially for 
small public companies and soon-to-be public companies. That is, 
cybercrime is in essence “innovation cannibalism.” Their point, I 
think, was that cyber theft is in some sense a tax on in-
novation, meaning that losses from cyber theft will 
continue to grow as the ability to monetize what is 
stolen advances. The good news, if there is any, 
as evidenced by NACD’s recently published cy-
bersecurity handbook, is that boards are begin-
ning to really focus on the problems and how to 
constructively address them.

All that said, none of this cybercrime data takes 
into account where we are going. When you con-
sider the “Internet of things,” for example, we are 
growing more connected, not less. So 
I think it’s safe to say that boards 
will be focusing on cybersecu-
rity for a long time to come.

What are the most danger-
ous, widely held misconcep-
tions about cybersecurity?

First, far too many lead-
ers view cybersecurity as 
just an information 
technology [IT] or 
technology problem. 
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That approach is simplistic and destined to fail. There is a context 
of security within organizations that must be created and led. Tech-
nology exists in that context; it is not the context itself. 

What do you mean by that? 
Cybersecurity is the responsibility of senior leaders who are re-

sponsible for creating an enterprise-wide culture of security. It is 
about aligning IT with business competencies. It is about a well- 
informed board and C-suite that make security decisions not based 
on the musings of a business show talking head but from utilizing 
an informed, risk-based approach.  

Ask yourself this question: What business today, large or small, 
does not have its most important communications and informa-
tion, intellectual property [IP], strategies, plans, customer, employ-
ee, and transactional data traversing its networks? So forget about 
cybersecurity only being a responsibility for the IT department. Ask 
the last CEO at Target if that strategy works.  

Second, some C-suite leaders and board members are under 
the impression that somehow you can build an electronic fence 
around your entire operation to keep the “bad guys” out. This over-
simplifies the challenge and really frustrates the technical staff who 
are combatting threats that are not just external—such as hackers, 
criminal organizations, and nation-states—but possibly internal, 
such as employees either accidentally or intentionally enabling a 
breach, as well as former employees, contractors, or vendors with 
access. You cannot eliminate cyber risk but you can manage it. You 
can become more secure and resilient, but it requires leadership 
across an organization. This requires a new level of understanding, 
and board members need to be better educated about cyber issues 
in order to perform their duties. 

Most small and mid-sized companies understandably lack the 
time and resources to study their adversaries in terms of their moti-
vations, skills, and resources to conduct malicious cyber activities. 
But corporate leaders of any size organization need to consider 

what information adversaries seek and why—whether it’s in-
tellectual property, customer data, negotiation strategies, or 
something else. By clearly understanding adversary motiva-
tions, corporate leaders can more easily identify vital assets 
and information and make more effective cybersecurity in-
vestment decisions.

Your firm has had the benefit of advising heads of state 
and Fortune 50 companies on cybersecurity. What can 
directors learn from their actions or omissions?

Company leaders, regardless of the size of the busi-
ness, must learn to ask the right questions. Whether 

you run a global company or a local family business, at the end 
of the day, the CEO will be held accountable by your customers, 
shareholders, and the public. They may not know the names of 
the people in the information security office, but they know the 
names of those who manage the brand. Company leaders have to 
ask themselves if they have done what they can to minimize cyber 
risk. Have they identified the company’s “crown jewels” and un-
derstand how they may be at risk according to the company’s cy-
ber profile? Do corporate policies and governance complement 
security technology? If a breach does occur, are you prepared to 
deal with its wide-ranging implications? Do you have a response 
plan? How will you determine the source of the breach? Who 
will help you fix it? Internally, who will be in charge of the var-
ious aspects of the response? Who will provide information to 
your employees, your customers, and to the press? Do govern-
ment officials need to be notified? Are there legal and regulatory 
compliance implications for your business? Have your IT, securi-
ty, human resources, communications, and legal teams met joint-
ly or conducted exercises to explore these matters?    

If you consider even this small universe of questions, you see 
that you cannot view cybersecurity just as a technology issue but as 
a business imperative.

As reported in a June 8 story in The New York Times, cyber in-
surance hasn’t been terribly effective to date in mitigating cyber 
risk. What changes are likely in that regard, and what do boards 
need to know?

Looking into the near future, I see cyber insurance playing a 
larger role in helping companies—especially small- and mid-
cap—mitigate risk. Small companies can affordably look for an 
assessment process that will help make them aware of their cyber 
and reputational vulnerabilities. This can be achieved in con-
junction with either the insurance review or the risk review pro-
cess. The fact is, insurance is important for closing or strength-
ening the “value chain” of cybersecurity; for protecting against 
cyber theft that most assuredly will happen. Insurance can be 
not just a “policy” written by an agent but a true focal point for 
assessing, correcting, and even predicting the cyber world and its 
impacts on your business.  

Boards also should be aware of the voluntary NIST Cyber-
security Framework, released in February 2014, which will likely 
become a de facto standard of care in legal proceedings stemming 
from cyber events. At this time, NIST is talking with major insur-
ance companies about utilizing the framework during the policy 
issuance process to more clearly ascertain corporate cyber-risk 
positions.
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The valuable intellectual property of tomorrow re-
sides today in pre-IPO and small-cap companies, 
yet these companies have the least resources to 
protect against cyber theft. Where does that realis-
tically leave directors of these companies in effec-
tively overseeing cyber-risk management?

You just touched on it—oversight. Oversight is 
not simply asking the CIO if the company is secure 
and taking their word for it. For anyone trying to 
protect IP, cybersecurity must be a priority because 
in many cases the IP is the business. Proper over-
sight requires directors not only to educate them-
selves about the threats to the business and to learn 
to ask the right questions but to work with the tech-
nical staff to ensure that cybersecurity spending is 
prioritized to protect the crown jewels. This is par-
ticularly important when budgets are limited.  

Board members are usually focused on business 
metrics, so we must apply a similar level of scrutiny 
to the cybersecurity spend, as well as to the broader 
enterprise risk management practice. This is not a 
challenge that will be going away anytime soon. I 
call it the “digital forevermore.” For board mem-
bers, cybersecurity oversight is a critical part of ful-
filling their fiduciary responsibilities. 

It is remarkable to me that companies will comb 
through the numbers on the business side of the 
house looking for an extra one or two percent of 
growth. Meanwhile, they are losing that much each 
year due to inadequate risk management practices. 
Too many businesses simply view cybersecurity—
and security in general—as an expense. It must 
be viewed as investment. Just as Deming’s quality 
revolution was transformational in the 20th century, 
business security and resilience will be transforma-
tional in the 21st. Companies that understand this, 
especially those with a global footprint or supply 
chain, will have a competitive edge as we see an 
increasing number of potentially disruptive events.

All board members can’t be expected to have 
deep technical knowledge, but they must have an 
understanding of cyber risk and key adversaries in 
order to make informed investment decisions for 
corporate IT systems. To meet this requirement, 
all boards should complete continuing education 
programs to develop deeper knowledge on embed-

ding cybersecurity within conventional risk over-
sight responsibilities.  

In the early days of the Internet, every intellectual 
property and technology lawyer refashioned them-
selves as an expert in Internet law. Similarly, many IT 
firms are now suddenly cybersecurity experts. What 
should boards be looking for when selecting individu-
als or firms to advise them regarding cybersecurity?

It is critical to have advisors with a true enterprise 
perspective. In our cyber consultancy work at Ridge- 
Schmidt Cyber, we see companies that have hired 
some of the best forensics firms or leading-edge 
technology companies, but the functions are not 
effectively coordinated. This can produce costly 
overlaps or, of greater concern, leave critical gaps in 
an IT security program. And we have to remember 
that some cybersecurity breaches can be enabled 
by physical security failures, so IT security must 
be part of a comprehensive enterprise security and 
 resilience program. Company leaders should not be 
distracted by the hottest new technology or specialty 
firm. The primary focus needs to be on managing a 
solid, risk-based program. Then you can effectively 
leverage the right technology and specialty firms to 
implement the enterprise strategy. 

Companies have come to us in post-breach situ-
ations, and what we have found is that they address 
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High Costs of 
Cybercrime

■■ The annual cost 
of cybercrime to the 
global economy is esti-
mated to be in excess 
of $445 billion.

■■ In 2013 alone, 
cybercrime likely cost 
more than $200 billion 
in the United States, 
China, Japan, and 
Germany.

■■ The cost of in-
dividual identification 
theft is estimated to 
be approximately $160 
billion annually.

■■ Some 40 million 
people have had their 
information stolen by 
hackers in the United 
States.

■■ Approximately 
3,000 U.S. companies 
were hacked in 2013.

■■ Annual GDP loss-
es due to cybercrime 
are estimated at 0.5% 
to 0.8%. 

■■ Cybercrime could 
translate into more than 
200,000 lost U.S. jobs.
Source: Center for Strategic 
and International Studies, 
June 2014

Homeland Security Secretary Tom Ridge speaks in 
front of New York City Mayor Michael Bloomberg 
(left) and New York Gov. George Pataki in 2003. 
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cyber and physical security separately, and it’s to their detriment. 
We have seen physical security deficiencies such as poor access 
control lead to cybersecurity breaches. If a company lacks ap-
propriate policies and procedures for employees, vendors, and 
contractors who have access to or work near pertinent corporate 
IT infrastructure, your risk will be higher. And it’s the simplest 
of errors that can be the costliest. Firms should engage third-par-
ty consultants that understand both the interplay between cyber 
and physical security risks and the most effective ways to mitigate 
these risks in a coordinated fashion. 

Another reason boards, and small-cap boards in particular, 
should do their best to engage third-party advisors is the exist-
ing talent gap and supply-demand imbalance with information 
security professionals. It’s difficult to fill corporate IT security 
openings with highly qualified candidates with deeply relevant 
past experience, certifications, and other credentials, as many of 
these candidates already work for consultancies and larger corpo-
rations in well-compensated positions.

What can directors learn from the way your firm undertakes 
proactive cybersecurity assessments and audits?

You have to be proactive in both how you organize and how 
you manage cyber risk. Most executives weren’t taught this kind 
of risk management in business school. Yes, cybersecurity is 
about IT’s ones and zeros, but it’s also your bottom-line ones and 
zeros. Your business is on your networks and systems, so cyber-
security must be treated as the business imperative that it is.  

The cyber and IT leadership needs to be properly situated 
both on the org chart and in practice. The seniority of a CIO or 
similarly accountable official often tells us how seriously an or-
ganization manages cybersecurity. The C-suite and board should 
be coordinating with those leaders regularly, not just when there 
is a crisis. Communication is critical.  

Budgets should provide for regular cyber audits and assess-
ments, just as you would for financial risk management and over-
sight. This will help you be proactive, to protect your systems as 
the threat environment quickly evolves and bad actors develop 
new tactics. 

It is also important to note that while corporations spend 
millions conducting financial due diligence on companies or 
products they are looking to acquire, few conduct cyber due dili-
gence. When you buy a company, you also are buying their net-
works—gaps, liabilities, and all. That risk needs to be evaluated.  
Too many companies are willing to take the risk that the “bad 
guys” won’t get into their system and cause a business-interrupt-
ing breach. News flash: They may already be there.  D

By Jeff Hilk and Jeffry Powell

Secure communication is essential to keeping organizations 
running smoothly without disruption. This is especially true for 
a company’s board, which is privy to sensitive, confidential, and 
market-moving information. Ensuring that board members are 
well educated and aware of cybersecurity risks is the first step 
to protecting a company’s board materials.

For companies that regularly communicate highly confidential 
and sensitive information, board portal technology provides a way 
to grant secure access to the critical documents needed by di-
rectors and officers to fulfill their duties without sacrificing the 
flexibility provided by mobile devices. Today’s portal techno- 
logy far outpaces the static access of paper-based communica-
tions and limited security of file-sharing and annotation software.

Board members should embrace communication through 
a portal as a means to strengthen existing security processes. 
Information must be fully password protected with a unique set 
of keys for each user, and the data must be encrypted at rest, 
in transit, and on the users’ devices. Nothing material should 
ever be communicated via e-mail in order to prevent inadver-
tent oversharing and ensure confidential information remains in 
the control of the company.

Public cloud-based file-sharing services should also be avoid-
ed, with reliance instead on privately hosted solutions. While 
public cloud solutions can offer easy uploading and download-
ing of files as well as security features such as encryption and 
authentication, many have been successfully hacked, compro-
mising private files and e-mail addresses. 

A secure board portal is hosted privately, meaning clients’ 
data is on secure, dedicated hardware and servers, not hosted 
in the third-party or virtualized environments that characterize 
the public cloud. Board portals also allow companies to control 
logical access to their data based on the nature of their busi-
ness and the overall threat level. 

To face the ever-complex and digital corporate landscape, 
board members must educate themselves on cybersecurity. 
Understanding the risks and awareness of protective measures 
are two simple, yet effective, ways to defend a company against 
potential cyberattacks.

Jeff Hilk is executive vice president and director of client ser-
vices, and Jeffry Powell is executive vice president, Americas, 
for Diligent Board Member Services. 

Protecting Your Board Books




